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s | AGENT TOOL
{-7% AUTHORIZATION

5
Precise GooD SYSTEMS _  [v] GLEAR ACTION

approval. RESPECT BOUNDARIES = ¢piiciT APPROVAL
5"5’ agents. P T ENFORCED LIMITS

T TAGENT SYSTEMS |
" SECURITY BY DESIGN " (il
" HUMAN OVERSIGHT _".
" RreviaeLe outcomes |1 [l

or modified actions

for the action the user areloutside the

. approval boundary. |
actually reviewed. I NOT APPROVED !

I = NOT ALLOWED ,

/ OBJECTIVE: Unapproved tools, i
‘o, Make approval valid only different parameters,
1

—_ - ——— -

APPROVAL-T O-EXECUTION FLOW

(1 s

PROPOSED | [  ENFORCED |
PROMPT TOOL CALL AEPROVAL EXECUTION

® @

L.

An approval is not a mood.
It is authority for a bounded action.

Better
Decisions
Br|§ht€r
people
v

.- ELLYPUNK | ellypunk.com/training/agent-tool-authorization-bind-approval-to-the-exact-action | © 2026 Ellypunk / NeetOps
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[ M401 - mastery

Each field
removes ambiguity.
Bind them aH

n approval is only valid for
Aone ziact action. These five
. fields define it completely.
SECURITY
SYSTEMS
TRUST
GOOD DESIGN

| QX |

What may they do?

WRITE o
‘ DELETE 2 4 1
& | /projects/alpha
( execure ) W report.odf
NS port.p
.. KV o

* User or service identity * Specific, named operation *® Exact, canonical identifier

e Authenticated and authorized e (One action, not a batch ® No wildecards or patterns
e No wildcard actors o No broader privileges o Single, well-defined object

Jv

HORHMIZED ARGUMENTS
What values are enforced?

@ TIME + NONCE

& When, and only once?

> YO

|| Expires At
2026-09-21T15:00:00Z

Nonce
N f3aledc-dd1b-4f8e-
\d 9c1d-0¢ 7b2a6¢9f01

o Expiry time (time-bound)

o Cryptographic nonce (one-time use)
- * Reject if expired or nonce already used

' o Same action. f’ I

-1
WP Same record. o pemas

"format": "pdf",
"max_pages": 50,
“redact": true

= Appnom n:conp -, [

APPROVAL RECORD = |
aCtOI’ +0 l'aflOI'l + resource + |
|

e Canonicalized and validated normalized arguments +

* Expected keys and types expiry + nonce
e No extra or ignored parameters e

\

| LeasT PRIVILEGE |1 T

1 Exact actions " A No surprises. ’ i ZMAKE
T aupir TRALS T - A ANK ) TRUST B
I sarer ToMORROW [ e Vj
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- | 21 September 2026 | WLLTTHES
Same approval. '\ -
Exact execution. Fo CE Ar
No exceptions. r,oM

REQUEST POLICY ENFORCEMENT EXACT
(approved (at execution) ACTION

‘Pc-hcl ﬂred 'Q.‘\I ¥
rced e 4o
.ht whgnff 10 'SECURE SYSTEMS l

B s cos g
2} coumkg

P‘E#L-OUTCUMES i |
Resolve the exact Execution must match
resource and argument the approved record
types before approval v exactly.

-
tool: get_file APPROVED 1 EXECUTION
path: "/docs/a.txt RECORD ATTEMPT

gggugs-r limit: 100 tool: get_file tool: get_file /
{user '”p”t) path: fdocs/a.txt path: /docs/atxt [f

limit: 100 limit: 100
NORMAIJZED nonce; 7f3a... nonce: 7f3a...
CANONICAL FORM expires: 2026-09-21 expires: 2026-09-21

tool: get_file .
path: /docs/a.txt |
limit: integer(100)

ALL FIELDS MUST MATCH

Policy still allows

Policy, resource identity, f[% this action /] 7 A Changed, expired, or
expiry, and nonce are Resource identity | |/ W\ replayed requests
checked at the g matches " 1l g \ do no?:']un.

® o Not expired
) 0 Nonce not used
before

ENFORCEMENT POINT
Revalidate now,
with current state.

S TOCTOU GUARDRAIL: ...~

| Revalidate mutable facts as close | e 5
to execution as possible. "~ V__

e —

oy

.. ELLYPUNK | ellypunk.com/training/agent-tool-authorization-bind-approval-to-the-exact-action | © 2026 Ellypunk / NeetOps
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TooLs
ARE yr o /.
POWERFUL 4 - PR

o wh

y/ 'ﬁ

S0
APPROVALS
MUST BE
PRECISE

21 September 2026

ORKED e
XAM 2 ey e
__PROBLEM: i

.27
A delete tool can cause
irreversible loss.

PLE
KEEP PEO
AND DATA SAFE

 TARGET BINDING |
saFer systems |

MLy

Approved to delete
this exact file.

1

reports/*

.

b The target was changed

from a specific file
to a wildcard.

IMPROVEMENT: Show
the normalized target,
bind it into the approval
record, and request new
approval for any change.

- Never broaden a

single-file approval

into a wildcard.
jr ws
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Let’s finish with
production tests
and audit guidance!

21 September 2026

21 September 2026 |

RECAP: WHAT WE BUILT

2-4-9-

PRECISE
APPROVAL

POLICY
ENFORCEMENT

EXACT
ACTION

Change one argument

O

%,

= DENY
D g Change the resource
=t} - DENY

Replay the nonce
— DENY

Execute after expiry
— DENY

Revoke policy before
execution
— DENY

0000

AUDIT: Record the proposal,
approval identity, normalized action,
decision, execution result, and time.

PRODUCTION CHECKLIST |#%

These tests
prove the approval
is bound to the
exact action —
no changes,
no replays,
no loopholes.

/\

Approval is safe only when
the enforcement point can prove:
this exact actor, this exact action,
now.

Secure approvals.
Real safety.
That's mastery!

PEOPLE
T PROCESS
""" TECHNOLOGY |
T mRUsT '
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22 September 2026

/ RATE
N LiMiTs

f
DESIGN FAIR BUDGETS AND SAFE BACKOFF

: RY . 7] FAIR USAGE
pIs THAT CAR :
fas;?laraenilafzcc;?er A BRIGHTER TOMORROW [V] STABLE SET;";

without a retry - HAPPIER
™ RESILIENT APPS

" PLAN CAPAC Y
"~ HANDLE LMTS |
9 RETRY WITH CARE |

@l | MEASURE AND IMPROVE 1|

WHATARE API RATE LIMITS?

OBJECTIVE: Rate limits cap They protect |

how many requests stability, ensure

you can make in a fairness, and
Share cap aCIty falrly given time window keep services

and recover WIthOUt SO resources are available for
a retry storm. shared fairly. everyone.

 KEY PRACTICES /4

€ BUDGET PER CLIENT | (@) HANDLE 429 RESPONSES '] @ BOUNDED RETRIES | @Mmsunf AND IMPROVE

. & . WITH JITTER |
429 |
Y ¥ AR \ |
m  Retry-After: 120 | . o1 I 0
Set clear budgets When you receive 429, Retry a limited numher | Track rejection rates (429s)
or quotas per client, user respect the optional of times with exponential and request latency.

tier, or feature to share Retry-After header to backoff and jitter to avoid | Use the data to tune budgets,
capacity fairly. know when to try again. a retry storm. | ' backoff, and user experience. )

Fairness is
a production decision.

OB.;EF"VE REAL USAGE. | |l
DESIGN FOR FAIRNESS "'".

BUILD MORE TOGETHER '

.- ELLYPUNK | ellypunk.com/training/api-rate-limits-design-fair-budgets-and-safe-backoff | © 2026 Ellypunk / NeetOps
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[ mao1 - mastery =

y

A token bucket CAPACITY FOR BURSTS
lets you allow bursts GTEADY REFILL RATE
while keeping a steady FAIR TO EVERYONE

long-term rate. w

=" DESIGN WITH DATA ||
T~ API RESILIENCE
T FARUSAGE ]

.

a?”” ' £ | REALIMPACT |

@ CAPACITY HOLDS TOKENS Encnmussr USES ONE TOKEN E

A token bucket has a capacity and a refill rate. Each accepted request uses one token. When the bucket is empty,

Capacity: 6 tokens the API may respond 429
Refill rate: 2 requests per second Request 1

7 (accepted) —OT oa.oo Capacity: 6
Request 2 -o.._* L R Next request
(accepted) ooeo v DAL (rejected)
000 (O | e

Capacity: 6 (Too Many Requests).

-

000 Refill rate = e~ @D OO0 NIEY; <@ X
2 tokens per second Bt 0 I
Capacity = 6 ° o (accepted) -2 00 J [ 429 J

(maximum tokens) Too Many Requests

@W ['5) cnoos Lmms wisewy ][ 6 ) Kev Taxeaway

Tokens are added back at the refill rate, Choose limits to protect your real
up to the capacity. Bursts are allowed, capacity and keep the system healthy.

: KEY TAKEAWAY:
but only up to the capacity. Set a capacity that allows (O’ A token bucket has

useful short bursts. a capacity and a refill rate.

t=0s t=1s t=2s |
Set a refill rate that matches Each accepted request
... your real capacity. uses one token.
= Q0 |~ 000 Consider all clients and use cases When empty, the API
QQ Q0 to keep things fair. may respond 429.

2 tokens 4 tokens 6 tokens Good limits protect (r:g;:(::s: !’;'tts to protect
(+2) (+2, up to capacity) users and the system. V) pacity.

Right limits keep APIs fast,
fair and reliable for everyane.v
‘_.‘.P—

—_—

T PLAN CAPACITY ||

1 OBSERVE USAGE |l |
| eromecTusers (1 (N
T BuiLD For Tomorrow | (il

|| ELLYPUNK | ellypunk.com/training/api-rate-limits-design-fair-budgets-and-safe-backoff | © 2026 Ellypunk / NeetOps
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e
ETS BY CLIENT OR TENANT,
L BUD:OTJUST GLOBALLY.

Fairness works SCOPE
best when you set RrGHT R QUTCOMES
budgets by client R AperTs

(7] CLIENT OR
or tenant, not just EHARED coumgas WHEN NEEDED

" SCOPE FOR FAIRNESS
1" DESIGN FOR REAL USE |
1" OBSERVE AND IMPROVE |
USERS COME FIRST |

[t Y score unees rovr | 2) agzsm [ 3 e ce v

Set budgets by client or tenant, shared counters when multiple When a request is rate limited,
not just a single global limit. instances must enforce the same return a clear 429 response.

g .|| limit (e.g., across servers) to ensure Include a helpful message and
GIH?:J If':i?]'t Fer Cl'ﬁ:;gg?rr] Tenant | | consistent and fair usage. optionally a Retry-After header.

® 0 0 (¢ =) e HTTP 429 Too Many Requests

¥ ¥
ah & (D ? -? =‘\o 7 v [ st it s,
\ ‘ / ¢ v fair ease try again later.

. Prevents Retry-After: 12@ | (optional)
@ ﬁ ﬁ@ n J Shared easy bypass

One shared limit Each client or tenant = S ﬁ%&f?ms Clear guidance helps clients

i gets its own budget r .
\preti and refill rate. = instances recover smooth:'y

@ BouNbED ReTRIES wiTh JiTTeR ||[ 5 ) MoNtTor ReJectioN kare ]V &) KEY TAKEAWAY §
<J AND LATE
Clients should retry a limited number Track rejection rate (429s) and O/' KEY TAKEAWAY:

of times with exponential backoff request latency to understand Fai
and jitter to avoid adding more load. how your limits are working airness needs a scope.

\ in practice. Set budgets by client or tenant,

not just globally.
Use shared counters when
instances enforce one limit.

Return clear 429 guidance,
Use a limited number of retries. Measure 429 rate (rejections). optionally Retry-After.
Increase the delay between retries. Monitor request latency. Use bounded retries with jitter.

Use the data to tune budgets, ; i
Add jitter to spread out retry attempts. backoff, and user experience. g relgction r‘ate agletdicy
Keep technical claims scoped

i imi Look for patterns and improve
Stop retrying after the limit. i time? prov s tterd

ht scope, clear signals,
thou tful clients make

\ APIs fair for everyone. <
b " PLAN WITH A SCOPE

KEEP THINGS _
BUILD A BRIGHTER TOMORROW U

|' ELLYPUNK | ellypunk.com/training/api-rate-limits-design-fair-budgets-and-safe-backoff | © 2026 Ellypunk / NeetOps
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""o 'h’

{mor msm

22 September 2026

Let's walk

\ through a real
example step
by step!
Vv

A burst of 100 clients all retry at the same time
after receiving HTTP 429 (Too Many Requests).
This can overload the service and keep everyone
in a retry storm.

HTTP 429
Too Many Requests

$a0 T2
&--&3-

100 clients

* High load
e More 429s

* Poor user
experience

PROBLEM: 100 CMEHTS
RETRY TOGETHER AFTER HTTP 429

retry together

[Z] USE FAIR BUDGETS
[/ APPLY SAFE BACKOFF
MEASURE THE RESULTS

'f REAL EXAMPLES I.
= PRACTICAL DESIGN "_l
MEASURE AND LEARN_

A BRIGHTER TOMORROW | =

ACTION: APPLY PER-CLIENT
BUDGETS AND SEND RETRY-AFTER: 2

Set per-client budgets to limit retries. When the
service returns HTTP 429, include:

Retry-After: 2. Clients wait at least 2 seconds,
then spread their retries with jitter.

® 0 0 HTTP 429
Too Many Requests

Retry-After: 2

Each client
has its own
retry budget

Clients wait
G at least 2 seconds

Wait > 25

—

Spread retries
with jitter

Retries (spread out)

CHECK: MEASURE 429 RATE
AND LATENCY UNDER THE SAME LOAD

Run the same load (100 clients) and measure

the 429 rate and request latency. Both should
fall compared to the initial burst.

429 RATE (UNDER 100 CLIENTS) | [ REQUEST LATENCY (p95) W

40% 429 rate | | 3000 ms
falls!
20% \ 1500 ms \ I

9 0
0 e Before After

Before After
(back-to-back) (budgets + jitter) (back-to-back) (budgets + jitter)

IMPROVE: TUNE BUDGETS
FROM OBSERVED TRAFFIC

Use the measured results to tune per-client
budgets. Adjust based on real traffic patterns
to further reduce 429s and keep latency healthy.
II Look at real
[ | traffic patterns Continuous
Adjust per-client I ,mpravement
budgets

\V,

Q leads to fairer,

Re-measure and more resment

compare

Iterate to keep
improving

Q
©

tReaJ‘ examp.'es
urn ideas
into betgtgr systems

|| ELLYPUNK | ellypunk. comf’rrammc/am rate-limits-design-fair-budgets-and-safe-backoff | © 2026 Ellypunk / NeetOps
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P 770

Here's bhe key
takeaways
from this
lesson.

F'

"DESIGN FAIRLY r.
"I MEASURE IMPACT [T

KEEP IMPROVING I
" BRIGHTER TOMORROW | [l

FAIR BOUHDED OBSERVABLE.

SIZE CAPACITY AND REFILL 9 SCOPE BUDGETS FAIRLY

FROM REAL SERVICE LIMITS. BY CLIENT OR TENANT.

I
Size capacity and ® & 0 Scope budgets
refiill from real - - - i fairly by client
I
I
I

service limits. Seodtate bulgets or tenant.

per client or tenant

6 GIVE CLEAR 429 [ "\ BOUND ATTEMPTS, ADD JITTER,
RETRY GUIDANCE. MEASURE 429 RATE AND LATENCY.

1
HTTP 429
Give clear 429 \
—— retry guidance.
Retry-After: 2

Backoff with Jitter

Bound attempts,
add jitter, measure
429 rate and
latency.

A limit is a
production policy, \ « 1/ Alimitisa

not just a number. production policy,
e SR not Just a number.
e —

AL MPACT T (R

17 contivuous Learning T (O ERLLd
" ABRIGHTER ToMORROW 1 (il O

L 1L ok A
peopLe FRST | (I p

.. ELLYPUNK | ellypunk.com/training/api-rate-limits-design-fair-budgets-and-safe-backoff | © 2026 Ellypunk / NeetOps
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sreey I

Rotate with
confidence.
Keep your

B\ users running
\ smoothly.

Objective:
Replace a key without

breaking clients, then
retire the old one safely.

- = day-
Contmwtzor-;‘oom v,

@

23 September 2026

7] CONTINUITY
oBSERVABILITY

1 CLEAR PROCES®
GAFER OUTCOMES |

BETTER QUESTIONS
| BRIGHTER TOMORROW

HAPPY
USERS

AP! keys power
real clients.
Rotate carefully
to keep services

{ reliable and

RELIABLE |
SERVICES

SAFE ROTATION WINDOW
Create the new key first.

o i
\

B —
/

A

BOTH KEYS VALID
( TRANSITION WINDOW )

NEW KEY  OLD KEY
(ACTIVE) [STILLVALID]/

L7
A AR

‘\- D
Both keys work during

migration, Monitor usage
to confirm all clients have
switched.

e

Clients start using
the new key.

Revoke the old key after
verified migration.

OLD KEY

( REVOKED)

%7
N, x ;
Faxi

After you've verified
migration, revoke the old key

safely. Clients continue using
the new key.

3 B

Plan. Verify. Revoke.
That's how you rotate like a

L "

pro.Q

Issue 3/ original page 1 of 5

L..‘ >
-i »

|| ELLYPUNK | ellypunk.com/training/api-key-rotation-overlap-credentials-and-

Same Elly.
r systems-
N3

audit-revocation | © 2026 Ellypunk / NeetOps
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Ma01 - mastery )| IR

Map each key to
a client and owner.

Build a complete inventory. Every key
must be linked to the client or service
that uses it and a clear owner.

:‘

09, ClientA
ARy (Ve App)

Alice

R a (Team Web)

y

KEY-001

.

KEY-002

_.P _+.Cara

A . (Platform)

09, ClentB

. Ben
AN (vobie p) ™ g (en o)

o0&, CientC
AN (nerai Too)

wnership-
cflgea;e?‘sl_lﬁﬂsff—

RY
WOWNER

23 September 2026

23 September 2026

EVE

Chace 2/5)

Visibility turns risk into control.

Before you
[ rotate, know
\ where every key |

\ lives and who
i owns it.

ATIO
7] ENABLE ROTATIO
. /

SAME ACTION.

CONFIDENCE.
SAME CONFOZ_—

FIND OWNERS

TRACK USAGE
S
OCATE DEPLOYMENT.
: N

T INVENTORY
M accountaeiy [
1" reaL-woreD securiTY | [l

_w_._

Track a non-secret
key ID and last-use signal.

Record a safe identifier and when the key
was last used. This helps you understand
what is still active and what might
already be safe to remove.

A\ signals,
B not secrets.

Web App Alice @ 23Sep2026

P rerou
P reron
P oo
P reron

p KEY-005
Usage signals show you

Whﬂt SW

Mobile App  Ben @ 215ep 2026

Internal Tool ~ Cara 15 Sep 2026

Analytics Dan @ 035ep2026

Reparts Erin @ Never

Search your environments to locate all
deployments that still reference the old key.
Update or retire them before revocation.

No stragglers.
Rotatff ?vr‘th
conﬁdeéce-

=| (Production)
KEY-0OLD

[=— =] Worker Service o
(TO BE REVOKED) = <} (Staging)

Al &
- B

Find it everywhere:t
it.
Update or remove

Batch Job
(Production)

Admin Tool
(Development)

Never log the ke
valueofgtselﬁ Q?y

- :
ST
~ process |
visery [
SAFER sYSTEms [ [l
BRIGHTER TOMORROW

|| ELLYPUNK | ellypunk.com/training/api-key-rotation-overlap-credentials-and-audit-revocation | © 2026 Ellypunk / NeetOps
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Control the
 overlap to kee
)\ services reliable

nd secure. Q)

Q) RESTRICTIONS

Give the new key the same
needed restrictions.

NEW KEY
(ACTIVE)

vV

Same permissions
Same scope

Same resource access
Same usage policies

OLD KEY
(STILL VALID)

Store it in a secret manager,
not source code.

¥ o 3

SECRET

NEW KEY MANAGER

(stored securely)

OLD KEY

N

o 2 B

NOT IN
SOURCE CODE

NOT IN NOTIN

Keep credentials out of code.
Keep SM__.

(stored securely)

CONFIG FILES  DOCUMENTATION

23 September 2026

V| SAME RESTRICTIONS

USE A SECRET MANAGER

BOUNDED TRANSITION
MONITOR KEY USAGE

REVOKE OLD KEY

PRACTICAL SECURITY
M~ REAL-WORLD OPERATIONS

(il

g.usu SECRET MANAGER

Keep both keys valid only for

a bounded transition.

NEW KEY
(ACTIVE)

OLD KEY
(STILL VALID)

! R

B
= Ll
Time

BOUNDED TRANSITION
(OVERLAP PERIOD)

MONITOR KEY USAGE

@ Newkeyusage @ Old key usage

F 3
Revoke
after verified

1

i

1

|

I

1 migration
; q

I

"I BETTER QuesTions "l
"~ BRIGHTER ToMORROW [l

4

‘.
y "‘ are used before you revoke. )

Watch which key IDs

'. " -

. AN
. ." r{.~.‘

N | .
\ -

L

S— -

— 5%

I A

| me Elly.
ngter systems.

Y\ -
) o e

|| ELLYPUNK | ellypunk.com/training/api-key-rotation-overlap-credentials-and-audit-revocation | © 2026 Ellypunk / NeetOps
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Real systems

\( have stragglers.
\ Let's handle one ¥
A\ together. © _ 1 VAR
— OBSERVE iy |
o T il |
“verry . @
~ REVOKE i |
" coninvousLy improve | (ll

One batch job still uses the old key.

OLD KEY FES OLD KEY NEW KEY
(STILLINUSE) 4 (TO REPLACE) (ACTIVE

Batch Job ID: key-001 /RRC™ AN | ID: key-001 ID: key-002 B?:ﬁ?uﬁb <
(nightly)

W\ y A .
clients have switched, o NPl Update the batch job
msghis'egatch job is still using to use the new key,
the old key. > then rerun it.

4. IMPROV.
Revoke only after an observation window

and rollback plan.

KEY USAGE (MONITORING) Monitor to ponﬁrm TR [ '| .
@ Newkey (key-002) @ Oldkey (rey-001) | the new key is working Observation " Rolback plan Revoke old key

and the old key is no window ready (after confirmation)
Ew-key \/] (e.g. days) *

requests succeed longer being used. 7 @ - _: l » ’ ®

A quiet key
may still belong |,
to a rare job.

[ Old-key use stops J

|| ELLYPUNK | ellypunk.com/training/api-key-rotation-overlap-credentials-and-audit-revocation | © 2026 Ellypunk / NeetOps
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steRv )

I Cfose!it oufc

properly. Safe

rotation leaves
a clear trail.

y’
~N

9-0-0-0

NEW KEY MONITORING OLD KEY OLD KEY

i f'fé \ | j Document each step with evidence.
ROTATION CLOSEOUT CHECKLIST

Confirm every client moved P
0 to the new kré‘ 9 Observe through the rare-job cycle.

All clients | Monitor for the
;\ updated full rare-job cycle
i ‘ Verify expected

P B Lingem i

the new key

Monitor usage Some services run infrequently. Check for any

during transition Give it time and verify. stragglers

B
0

| _B Disable the old key; test new-key access. | 2‘_-;55’;% ,sh:”.:? o’fy after the

v/| 0ld key disabled Rollback window
Sall i s g
Test new-key
@ -’ access works Old key deleted

Confirm no errors . Final audit record
in normal workflows

N

captured

Disabﬁnhg stops further use. Delete only after the rollback window
Testing confirms everything still works. to allow for safe recovery.

A rotation ends 1 '
with evidence | g [0S
of safe revocation. PROCESS

N technoosy [

wusT | B
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A backup file
alone is not proof
of a usable

\SOUATED Isolated
RESTORE ENVIRONMENT Safe to test

Proves recovery
Builds confidence |

OBJECTIVE

OBJECTIVE: é A backup is only as good Test to day.

. as your ability to restore it.
O Prove the recovery point & = Vaiidate recovery vith a Recover

——

a real test restore. environment.

BACKUPFILE _ Il TESTRESTORE
=- = l File exists fE=_ Restore completes

Looks valid Data s usable

Stored safely Recovery time known
Proves readiness

g o ok a'£0ﬂ€ - | A successf.‘ test

and recovery time with 79BN test restore in an isolated  tomorrow.
- /

is not proof of a tore proves
usable recovery. == y;'ji backups work.
f —— -___-_——

B B R l|
Don't just take backups. \oal: ~ BEH
Prove you can restore. | B8 = BHEIES

‘Q?P é‘ TOM%RO .
FR®  RECOVER FASTER Questions. 4
=

v
- — . A
VALIDATE REGULARLY , ).
=T = — | N hter .
|1 REDUCE RISK j_h Ab@ \

— e et Tomorrow. -
BE A MORE RELIABLE YOU | V] [ -

.. ELLYPUNK | ellypunk.com/training/recovery-drills-prove-a-database-backup-can-restore | © 2026 Ellypunk / NeetOps
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e how much data
E:f?s acceptable and

\ ""\.,' y
N y 4 -' \

— 1 x 8 /5
RECOVERY POINT RECOVERY TIME
OBJECTIVE (RPO) OBJECTIVE (RTO)

Maximum acceptable data loss, Maximum acceptable outage
measured as time. duration.

Example target:

\\\ ﬁf\ recsttorle drill m;ascges
AN e actua mn outage
\V,

against targets.

/
o

W
| 7
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b "o RESTORE DRILL

s' . PRODUCTION
|, iy "~ -4 (DO NOT MOD'FY)

[ 5

lnventory the backup Restore to an isolated
chain and required keys. test target.

ISOLATED
TEST TARGET

Record the recovered
point and elapsed time.

A file check is not >
a substitute for a restore. -
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[ maor - mastesy

Py, THE

Follow the steps,
prove the outcome,
then keep getting
better. That's how
backups build
confidence. ©

B
ISOLATED 1 Practice
RESTORE ENVIRONMENT | n 7] Validate

Learn

% @ E Improve
' ‘

A backup exists, but 9 Restore it to an
recovery is unproven. ’ : isolated target.

Restore to an
isolated system
s0 you can test
safely, without

affecting
production.
—

Backup file exists
: Looks valid
Stored safely

Data and app checks pass. |~ ! Record missing access or slow steps |
Data gap: 20 min. Outage 45 mm ~ ) for the next nﬂ s

Turn whaf

' N 4 \ . ; ' T DRILL you learn
% Data checks pass e | 'MPROVEMENTS AL into a better,

.. _ | .
opleation works . ECER) \ - Missing access to request _. faiﬁ:’a "
Data gap: 20 min. (/SN ~ "G5S -| Steps that were slov =

Outage: 45 min. " N

g Anything that caused delay _ :
/ Example targets: |
' ’ RPO 30 min; RTO 60 min. |

RECOVER FASTER ]

ee pract:cmg Q || T ReDUCERISK I
g ! BE A MORE RELIABLE YOU

[T DL L
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[maor - master N

L
- —N
Ay == AN
' L. 3
. :
.

;/
-

' CONFIDENCE
RESILIENCE

: \ BRIGHTER
TOMORROW @

—

— g —

Know the RPO
='o and RTO targets.

Test data and
application — 1 duration, and
repairs.

T

) * e d '" I.
A backup is a promise. \ Repeet "%

A successful drill is

L[]
evidence.
- “eracrice [ 7o
~—rrove | IR oy P
W Y.

~ PROGRESS B

"™ A BRIGHTER YOU

-
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M401 MASTERY _ G serierber 2026 )| pce 1)

AT IISE
} sﬁa_gm_m__m'ﬁ

il Expand, Migrate, Contract

" Evolve your
[ database without
\  breaking your
users. e |l
[ SCHEMA EVOLUTION |

H
| a
(T reumsie Receases || ([l
“- paTA For PEoPLE [ ([l
xeov [l

| A BR[GHTER TOMORRDW

COMPATIBLE TRAHSIT IONAL SCHEMA

TRANSITIONAL
SCHEMA

OLD APP
Change a live schema while

Existing columns
(kept)
old and new application —_————

VerSIOf'S over ’ap New columns

(using old fields)

L} RELEASE mmm

© expanp | € MiGraTE | | (€ verry | [ @) contract | @) compLETE |
e
»

S0 ;:?’Q‘-P’O

Add new columns Deploy new app Confirm data Remove old columns Simpler schema.
(tolerate both | | version and let both is consistent after all traffic Boaor itine
versions). , versions run. and comp!ete is on the new version. | '

(5t|II available)

! e
Reads & writes ‘ \ Deprecated r.ulumns l Reads & writes

(using new fields) )

Evolve dehberately
e? your systems running.
hip with confidence. J

L

. b
-
T scHEm CHﬁ.NGE i .f
- A |
- ol s | pett
v LIVE S\ STEMS I Daﬁ?er
(T SMOOTHER TRANS NSITIONS - Bﬁ'%gh

FPIFHTER TOMC JRFUW
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Hﬁf 74}4' rm

Add the new shape
without removmg
the old.
g

Emstlng columns
(kept)

New columns

(added

o Existing app keeps working.
o New columns are available.

@ Mo behaviour changes for
current users.

Big changes
are safer when
you do them
in three phases

25 September 2026

1
25 September 2026 -

T SCHEMA CHANGES__

iF LNE@ETE\S_
M SMOOTHER TRﬁ.NJ!TIONS -l
I BRIGHTEP z 1omorrows | [

MIGRAT E

Dual-write, backfill, and
move readers aft
vahdatfon

Ex:stmg columns
(kept)

New columns
(in use)

Q Write to both old and new.
@ Backfill existing data.

Move readers to the new fields
after validation.

o Run with both versions
in parallel.

: v
CONTRACT
Remove old fields only

after every old consumer
has retired.

New columns
(kept)

Confirm all old consumers
have retired.

Remove old columns.
Leave a simpler, cleaner schema,

Lower long-term maintenance
costs.

Old App |

Reads & writes
(uses old fields) :

New App :

Reads & writes :
(uses new fields) !

£} APPLICATION TIMELINE (HIGH LEVEL)

. €) EXPAND |

€) MiGRATE

Using old flelds

Reading & writing new fields Only new fields

€ contracT

Retires
after migration

(kept)

Rollback is easiest

before Contract

NTsC HEI‘-‘IP. EanuTlow

1" A BRIGHTER TOMORROW

RELIABLE RELEaSEt [

~ DATA FOR PEOPLE .’E‘

|| ELLYPUNK | ellypunk.com/training/ database-schema-rollouts-expand-migrate-contract | © 2026 Ellypunk / NeetOps
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| HT&' 'A-qh'srm L

Keep both versions
working correctly.
Protect your users

durmg the overlap. y ..
V pLan CAREFULLY | [

— Tvewriry contivvousty [l
," W erorecrusers (M
‘_.m | ABRIGHTER TomorRow ||

(3) OBSERVE

Keep old and new values || Work in bounded batches || Track mismatches, errors,
cons:stent while both and verify every and old-reader traffic.
app versions run. migrated row. -

OLD APP NEW APP 9 _ ) . Data Mismatches | Migration Errors .-
r N \ NS i |
ezl N\ D Ol

Old-Reader Traffic | | Backfil Progress |

M P N
. wntes} A X i [ | l...llll _ III Ill |

Existing columns
(writes)

Keep values
in sync

f

Write to both schemas ] [ o Process data in bounded batches Monitor mismatch counts
| o Verify each batch (row counts, Alert on errors

samples, checksLms) Track old-reader traffic
I o Track progress and handle errors Cinfein'dats is Sorisitont

Validate data as you write

o

Q@ Vit

o Handle failures safely
O

Monitor for inconsistencies 4 :
Re- I
J O e-run safely if needed . before moving to contract |

Do not contract while

any old consumer
remains.
#‘
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EE& _ﬂ usteRy ) J —

\\ schema safely.
Small steps.
\ Big wins.
Y,

) s 4

Old app reads display_name.

OLD APP

Reads display_name
display_name
s Alex

Right now we only have
one column: display_name.
The old app reads it.

(2)ACTION

NEW APP

Reads

public_name display_name public_name

OLD APP Alex
Reads
display_name

Compare values to make

sure display_name and
public_name match.
Test both readers.

Evolve deli bemtel

Evolve your l R

"7 SCHEMA CHANGES |||
T LVESYSTEMS |
"1™ SMOOTHER TRANSITIONS |
T BRIGHTER TOMORROWS ||

Add public_name. Dual-write and backfill.

NEW APP
Writes display_name users
and public_name 3 :
display_name public_name

_OLD APP Alex Alex
Writes display_name

Backfill existing rows

We add pubhc name,
dual-write in the new app,
and backfill existing rows.

Move new reads. Retire old field only
after old readers stop.

NEW APP

1f.;_ead 5
'
public_name display_name public_name

OLD APP -
Still reads | Alex Alex

display_name

The new app reads
public_name, while the old app
still reads display_name.
Retire the old field only after

old readers stop.

r sy stems running. € i
KeeP Sh'P w:th confidence. ~ ) e Q? ‘a'

14 e
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( TR —] | ek o -

CONTRACT

Expand for compatibility.
Mtgrate with evidence.
Lokaoaw Contract last.

| Contract only

§ oE—

when you're - =l

ready.

A’lr :

T SCHEMA EVULUTION .
(T RELIABLE RELEASES |
B -

patA FOR PEOPLE | [l
" A BRIGHTER TOMORROW | =

O CONTRAC T READINESS CHECKLIST YU CONTRACT
“.( . o —
B & ‘0

Oldandnew || Backfill is Old-reader Fi:’"bka‘:k E}Hd
values match. | complete. || traffic is zero. A Ay

is reviewed.

_J\_

The last drop
is the least

reversible step.
. Q
J _'_ SCHEMA CHANGES .

T SHOOTHER TRANSITIONS
T sriGHTER ToMoRROWS | [
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