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Serialize a nested object, [
Q' | read it back, and verify
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"server": {
" "name": "web@l", |
"settings": {
"logging": {
"enabled": true,

j "level": info" &= Depth 4

Nested

o W

ures n

A Gt = P R

fd ™y
If the input is deeper, /.

L convertto-json warns. >

) /7 (" Choose a depth that includes

BVRVRL | the despest property you
T intend to preserve.

Linux / macOS / Windows [o(ETorprram
1 BETTER TOOLS E
BRIGHTER IDEAS () i
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Res“ Nested data on’? stays intact

IdeaS
Work
Better

Together

Follow the nesting
. ath to know how
b\ deep your data goes.

Read the JSON
back and assert
a deep value.

Deep value J q

matches

Do not serialize
secrets into logs
or shared files.

API KEYS

0 0=
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Version note: behaviour can differ across
PowerShell releases. Record and test your
supported version.
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$copy.Database.Options.Encrypt -eq $true

True

21 September 2026
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KED =,
{AMPLE
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'-‘ LEARN

f". 37l T PRACTICE
AUTOMATE

T PROVE

PROBLEM:
Preserve the
nested Encrypt
value.

"Database": { .
"Options": { 3

"Encrypt": true E PowerShell

$json = $config | convertto-json -Depth 4 F

$copy = $json | convertfrom-json

" IMPROVEMENT:
Treat warnings or

| a failed assertion
pal\ \ as a broken export.
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UNDERSTAND | |1
' PRESERVE

WORK SMARTER |/

TOGETHER ¢ |

' J5ON ROUND-TRIP CHECKLIST:
"] Know the nesting pathf S
] Set explicit -Depth =% A i
Read warnings s/
Convert back

Assert a deep value

HpERER

Depth is not a magic maximum.
It is a deliberate boundary
you must test.

L

—

PowerShell 7.6 - Linux / mac0S / Windows
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Build
Improve

OBJECTIVE

Choose whether to | ;- |
fix, wait, or stop. | ¢

:400 Bad Request @ Too Many Requests || 503 Service Unavailable

The request is invalid, The client has sent too The server is temporarily
usually due to client input. many requests (rate limited). | unavailable (e.g. maintenance

or overload). ,
/’

This means fix the The response may include This is often a temporary
request. Do not retry a Retry-After header. condl';.ion A safe ;etry
until the input is corrected. Wait before retrying. may be appropriate

ideally with backoff.
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HTTP Response L X

| HTTP/1.1 503 Service Unavailable
Date: Tue, 22 Sep 2026 10:15:30 GMT
Retry-After: 10

| Content-Type: text/plain; charset=utf-8

U W N =

maintenance

GET | /api/data HTTP/1.1

HTTP/1.1] 503 Service Unavaﬁabh]

Retry-After: 10

5 [maintenance

Host: api.example.com
Accept: application/json
503 means the service | Retry-After: 10 Rbad'the Service This GET is documented |
is temporarily suggests waiting message for context. || & read-only. Check safety |
unavailable. 10 seconds. " || before retrying writes. |
/‘ N \ % _ . 5._ T Sm;il I,' "‘t w'{.

4 -' | Stes W
7 Wait, then retry \| s 2362
this GET withina || ™ 40"

small attempt budget. *; " OBSERVE

" unpersTAND i
" MAKE BETTER DECISIONS |
 BRIGHTER APIS ) ]
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ETRY

request should be re
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Is the operation safe to repeat?

=] -‘l ] ’
== o o
Safe Not safe
to retry to retry
Examples include ~ Operations that
read-only requests  create, charge,
or idempotent or change data
operations. may cause

duplicate effects.

Only retry when you are confident
the operation can be repeated
without unwanted side effects.

CHECK IF IT'S SAFE

9 USE AN IDEMPOTENCY KEY

For supported write APlIs,

use an idempotency key.
|dempotency-Key:
a3f9c2e1-7ddb

e

Client

Server

An idempotency key helps the server
recognise repeated requests and
avoid performing the operation
more than once.

3 RESPECT RETRY-AFTER

Respect Retry-After
when present.

l Retry-After: ,

If the response includes a
Retry-After header, wait for
the specified time before

retrying.

,, .

4 LIMIT ATTEMPTS; USE BACKOFF AND JITTER
Limit attempts; use backoff and jitter.

Use a limited number

of retry attempts.

Use backoff to increase
the wait time between
attempts.

Add jitter to vary the
wait time and avoid
retrying at the same time
as many other clients.

/" Be smart about retries.
Check, resgct, limit,

and stop. Safer clients
build a healthier web.

A EE. =

*\

e

5 STOP WHEN THE BUDGET IS SPENT
Stop when the retry budget is spent.

If you have reached
your retry budget
(for example, your
maximum attempts
or overall time limit),
stop retrying and
handle the failure.
A clear stopping point

prevents wasted resources
and improves reliability.

PRE T T
ez

APls ?
Power B OBSERVE
progress TGN

} CHOOSE
RETRY SMARTER ]
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PAGE 475

B AR

EXAMPLE:

3 Let's walk through a "\
W1 complete example using |
a 429 response.

Smarfer N

[@ ProBLEM: 429 REsPONSE ] 9 ACTION: WAIT, THEN RETRY
The API responds 429 with 'Retry-After: 4' Wait at least 4 seconds, then retry
(4 seconds). uest is safe to repeat.

Wait
,/ » a? 'least '/
4 seconds.

429

¥, Retry-After: 4

The client has sent too many requests.
The server asks us to wait 4 seconds
before trying again.

3 CHECK: SUCCESSFUL RETRY || 4 IMPROVE: PACE FUTURE REQUESTS

The next response is 200; > N Pace future requests before the
no duplicate write occurred. - N limit is reached. ,,
N | OBSERVE

Ele
=

The request succeeds and the expected 4 & 4 £ I cioose

result is returned, with no duplicate RETRY SMARTER
write occurring. Use pacing ( for exam Ie backoff and jitter) to
reduce the chance of hitting the rate limit again.

Only retry the operatlon if it is safe
to repeat (for example, a read-only
or idempotent request).

D:] ELLYPUNK | ellypunk.com/training/http-status-codes-decide-when-a-client-should-retry | © 2026 Ellypunk / NeetOps
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Here's a quick
recap to help you

| decide when a client |
should retry.

v
. /

1 400 FIX INPUT

,/ Fix the input,

don't repeat
0 unchanged.
3 503 — BACK OFF CAP ATTEMPTS

'/ Wait and respect
Retry-After
when present.

[I Back off Cap attempts
if a retry and watch
is safe. outcomes.
l v : -

Pract'cal 7 ‘ﬁ

deas ~1 4
Real pmgr es ; j

{ osserve g
1  REASON )

» [
CHOOSE [

RETRY SMARTER

i
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%\ OBJECTIVE:
W Export and import
accented text without

: changmg its characters. J\3 54 ;
, III u" b ‘.

ORIGINAL DATA m IMPORTED DATA
Name City Name City
Z0é Miinchen » » Zoé Minchen |/
CSV ;
The round trip must preserve the text.

-

\\/

" ~ AUTOMATE
. 1 LEARN
| BuLD

GO FURTHER
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work

better &+

together. AR / _,..J/ ét -

\

- N\ Y/ P””m” ".'l ~ =
1 Text becomes bytes when CSV is saved.

M — D Text is converted ¥/
71 to bytes using the
Name City Csv chosen encoding
i n g ig % ? é g 0 (e.g. UTF-8) when N ‘
Zoé Mlinchen S . : | the CSV file is saved.

BYTES (UTF-8) I

——. b IMPORTED TEXT Import -Csv reads
the bytes and
CSV Mama City decodes them using
g1t [1](1;32 the same encoding i
Z0 | Miinchen | | togettheornd |G

BYTES (UTF-8)

9 Use the same UTF-8 encoding for both directions.
N  Using the same |

UTF-8 encoding
Name City Name City when saving and
Zoé | Minchen

g T importing keeps
Zoé Miinchen | | the text intact.

If the decoder guesses Y
wrong, characters I’Iu&

ha : CLEAN DATA |
can cnhange. ' :_ REAL PROGRESS '_-
-4 BRIGHTER IDEAS ¢ [

= 5

——
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PowerShell 7.5 uses i \ 2

WD UTF-8 without a BOM by WS .
W default, but explicit settings b
R\ rmake intent clear. SR

o Choose UTF-8 explicitly 9 Keep the same delimiter
on export and import. on both sides.
csv D1, ffesv D [esv D

Name | City Name | City Name | City

Zoé | Miinchen UTF-8 £, |EJ§ Miinchen ‘ , » I»Zoé Mﬁncheﬂ

O 1\
T T P _—--H“b\ .

Ve Check real accented values after ' NS

¢

i

the round trip. / \ 4

F

.| csv
# | Name City

Miinchen

Zoé

ELLYPUNK | ellypunk.com/training/powershell-csv-encoding-keep-text-intact-across-files | © 2026 Ellypunk / NeetOps
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EF_ PRACTICE " 9" P

N ~AUTOMATE IR’ :

Accented names
change after a
CSV export.

still match.

hen'} | Export-Csv -Path '
-Em.odlng utf%NuBDM

.City -e

Expected result: True.

Prerequisite: PowerShell 7.5 in a writable working directory.

I\ and import.

Zoé and Miir;chen

23 September 2026

Data
Stronger
Tomorrow

Choose UTF—8
on export

IMPROVE:

Keep the encoding
explicit in your

script.

eaS work
e g

|| ELLYPUNK | ellypunk.com//training/powershell-csv-encoding-keep-text-intact-across-files | © 2026 Ellypunk / NeetOps
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V| Save CSV as UTF-8.
| Import with the same
Keep encoding.
ter L Qwl || Keep the delimiter
\g/ canezstent f
| Compare real accent

values.

VALIDATION EXAMPLE
ORIGINAL DATA —
T

Name City Name City

Zoé Miinchen

Zoé Miinchen

N\
=
'4
'S

~ i/l\

LEARN

PRACTICE ’ / TN A SuxeSSf u, lmport IS
BRDNY 2 Ui 7 -
IMPROVE ' 6 Z= ) not enough check
TOGETHER | | T3

: the characters.

ssue 3/ original page 5 of 5 17127
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Record useful events
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Ty ez

INFO:

Normal milestones
worth knowing.

@ Application started

WARNING
A problem that may ‘
need atten ion. A

—

' & Slow response
+ WARNING = from datgbase

OR:
EhReRoperatlon failed.

ERROR Failed to save
' user profile

Use DEBUG for
extra detail while
investigating.

ELLYPUNK | ellypunk.com/training/python-logging-leave-a-trail-you-can-debug | © 2026 Ellypunk / NeetOps
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{-loyv serious |
is it?

A Which job
2 or request? 4

Record identifiers, |,
not passwords _»
or tokens. ;

ELLYPUNK | ellypunk.com/training/python-logging-leave-a-trail-you-can-debug | © 2026 Ellypunk / NeetOps
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NEEECEDY) PAGE 4 |

A data import stops
with no clear clue.

Y

Follow the event trail | Add a safe, useful
R to the failed step. ____ message before
= A the next run.

ELLYPUNK | ellypunk.com/training/python-logging-leave-a-trail-you-can-debug | © 2026 Ellypunk / NeetOps
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Pick INFO,
WARNING, or

| Add a useful job
' or request ID.

Check the event
. % trail after a
. failure.

= —

and tokens

A HELPFUL EVENT TRAIL IR P

B~ UNDERSTAND
i CTION = eig proae g \f
 OTAKEAS s N

ELLYPUNK | ellypunk.com/training/python-logging-leave-a-trail-you-can-debug | © 2026 Ellypunk / NeetOps
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< ) {_ Tatch the Failure OM ]
P - oBJECTIVE: \9% e
e ot Brignte
2\ 11 7 gjg ﬁhf: Fﬁiﬁhout | fT"l:“ormw
B\ hiding other failures. ' a il

) B /]
, _

— |
VALID INPU BAD INPUT RAISES UNEXPECTED FAILURES
BECOMES A NUMBER VALUEERROR MOVE ONWARD

( Input: 12 j ( Input: twelve q ( Input: (something else) ]

) 2 ¥ R 2
Convert to number Convert to number Something unexpected
Co Co s

J V. ¥
€3 ValueError o [ passthe exce

e lrﬁﬁn S
Cannot convert o the caller =

NUMber ‘ ) .
twelve’ to a number.
et S| M
Valid input is converted Handle this expected error Don’t hide unexpected failures.
and used as a number. to give a helprf response. Let them propagate to the caller.

T oW

the rest surface. .
b Y s et

T PRACTICE
= T SOLVE '
z | [ — :
- N Lt GROW
. 1 W : -5 | TOGETHER T
E—— —
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SUCCESS - ELSE

Conversion worked.
Use the number.

ValueError - EXCEPT

pected bad input
gets a helpful response

OTHER ERROR - CALLER

Do not hide a failure
you cannot handle.

ELLYPUNK | ellypunk.com/training/python-exceptions-catch-the-failure-you-can-handle | © 2026 Ellypunk / NeetOps
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| J .

Use ValueError for Protect only the Do not replace every
invalid number text. conversion step. failure with a default.

vy T g N )

e

SN

-

i Z | A broad catch can | V=¥l

ol 1 | ide areal bug. | ZETV
h' %——L pacrice |

g T T SOLVE A
o N T }'h A cow W

A\ R | mem v B | TocETHER | [

—— - — —
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\
3 .
[T 3
h“- p i —
- 7
AT /4
. -

N s L]

{ A visitor

i\ types twelve || [ 4of Biimaid
T stead of 12. )| | % s B il

return int(text)
except ValueError: s

parse_count("12") = 12 ; Ask the w‘:sif;or
parse_count("twelve”) = None | || to enter digits

It works!
Valid input gives
a number, an
bad input returns

ELLYPUNK | ellypunk.com/training/python-exceptions-catch-the-failure-you-can-handle | © 2026 Ellypunk / NeetOps
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